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SPDX v3.1-RC1 Specification

https://spdx.github.io/spdx-spec/v3.1-RC1/

Release Candidate (RC1) is intended for testing and validation.

Expands beyond describing metadata on software for products, SPDX now supports
a knowledge graph for full supply chain for products & systems in critical infrastructure

- New Profiles: Safety, Service, Hardware, Supply chain, and Operations

- Updated Profiles: Security, Al, Dataset, Software and Core

- RelationshipType has grown from 59 to 76 entries

- Introducing SPDX Vetted Cryptography List similar to SPDX License List
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Supply Chain behind a modern car ...

What is I (in-vehicle information) system ?

WWhat is VI (im-vehicle information) system 7
An Infotainment syitem That connects 10 the sutiide of the veisdie, sdding communication functionality

Understanding and Managing SBOMs

in Modern Automotive Vehicles: A Journey

Yuichi Kusakabe, Takashi Ninjousji,
Honda Motor Co. Ltd.

The VI system connects variows things and provides “information” and “emtertainment”
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About use OSS(SSOM SPDX Lite)

Scope of in-house software development

8 We adopted OpenOhan's SPOX Lite [Excel) 10 smoothly shace OS5 information between companas.
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Efferts in Managing SBOM: within the Supply Chan

Addressing resource constraints and workflow integration
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Source:https://static.sched.com/hosted files/lfms25/e0/250312 UnderstandingandManagingSBOMsinModernAutomotiveVehicles LFMemberSummit2025.r2.pdf

License: CC BY-SA 4.0
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SPDX
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Actors:
e Organizations
e People

Lifecycle:
Sourcing =
Manufacturing =
Distributors

SUPPLY CHAIN &

Entire network of organizations,
people, activities, information,
and resources involved in the life
cycle of a product or service
from creation to end-of-life.

From sourcing inputs and
components, through
manufacturing and assembly, to
storage, distribution, and final
delivery to the end user.

Is)\ NotebookLM



E3HARDWARE

Hardware Bill of
Materials (HBOM) and
hardware-software co-
dependencies.

Extend SPDX to
encompass physical
components, their
provenance, and their
intricate relationships with
firmware and software.

Key Company Contributors
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SPDX

OPERATIONS

Business context
(technical and business
operations) of the system
such as Import / Export
Control Classification
Number and
Assessments.

Key Company Contributors

arm

BOSCH

Deloitte.



EISErvicEs &

Manage supply chain risks in
cloud-native environments SEER
where traditional package-

based SBOMSs are insufficient.

SOFTWARE AS A SERVICE

Service Catalog - Available services and features
Subscription Terms - Licensing agreements
Deployment Config - Infrastructure as Code (laC)
Usage Metrics - Resource consumption data
Security Posture - Continuous security monitoring



SAFETY &

Standardized way of documenting and sharing information about
safety artifacts created, verified and maintained during lifecycle of
system.

Set of concepts and data elements related to artifacts and their
dependencies that are needed for system's safety conformance
documentation.

Enables automation of compliance with safety-critical industry
standards like automotive (ISO 26262), avionics (DO-178C), medical
devices (IEC 62304), and industrial control (IEC 61508)
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o™ CRYPTOGRAPHY

Standardizing Security: The Curated Cryptography List




Existing Profiles Improvements

- Consistency: Field Naming / Metadata captured
- Improved Profile descriptions, examples

- Security: Clarify ‘exploited’ property

- Additional information capture for:

- Regulatory Alignment: such as EU Al Act
Readiness, ISO 42001, |[EEE 3119-2025

-  Provenance

[[2SPDX
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EU CRA Manufacturer Guidance

. <9 DpenSSF
Work in progress: SPDX- o Viesies
examples/conformance SBOMs in the
i Era of the CRA:
(SEBoK for Consumer Electronics) Toward aUnified and

includes Stakeholder Needs and Actionable Framework
Stakeholder Requirements)

EU CRA Regulatory Knowledge

G raph the-era-of-the-cra-toward-a-unified-and-actionable-
framework/

Work in progress: Mapping of SPDX fields to CRA clauses/appendix_are
captured in a spreadsheet

[[2SPDX

Source: https://openssf.org/bloq/2025/10/22/sboms-in-
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SPDX Tools #
SPDX Knowledge Graph Explorer

IMPLEMENTING AI BILL OF MATERIALS (Al BOM) WITH SPDX 3.0
From Hugging Face to GitHub: Tracing License Drift in the

More than 60% of models Open-Source Al Ecosystem
& 70% of datasets on I S S e S

platforms Ilke Hugglng Face {Jatnes jewim, hao B, beam sdurm | @ queenve ca, prajhahadur @ scms. cep. shmed @5 queensn ca

are undocumented
[Oreamana et a3, 2022, Source: https://arxiv.ora/pdf/2509.09873

rendering effective
auditing of these assets
impossible.

BN
(e

Whitepaper/Doc/Code SPDX Knowledge Graph Output
Graph Tool

[[2SPDX


https://arxiv.org/pdf/2509.09873

SPDX Knowledge Graph Explorer

AR UL (et

© GO U poenat

Information Rich Knowledge
Graph from multiple sources
(source, user guides, hugging face,
github, etc ).

Generates Al and Dataset BOM that
be integrated into Supply Chain
Graph

Conflict Resolution / Confidence
Checker - checks metadata across
multiple sources,identifies conflicts
like icensing




Knowledge Graph Explorer

Neod| Enhanced = 50 nodes - 55 edgos
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SPDX 3.1 Roadmap — RC2

©

[a]ca]

= =l

Community Strategic Scope Use Cases .

Integration _
Feedback g Agentic Al Continue to prepare

_ MITRE . Manufacturers for
Address[ngf ek ATTSCK + Security EU CRA
community feedbac D3EEND System
. Enai .

OWASP Feedback With Threat ngineering

and Controls

Profile

[[ZSPDX



SPDX 3.1 Roadmap —» RC2

Adding more Real World Examples

oh Procurement & Auditing Defense & Hardware
@ Verifying software bills of High-security hardware
A materials before purchase. tracking for government
\ contracts.

Semiconductors = Logistics

Anti-counterfeit tracking and — g Real-time monitoring of
supply chain verification. ' T He GPU Shipments

1

[[2SPDX



Come Join Us

Key RC2 Weekly Working Groups Resources

Mondays: Threats and Controls SPDX Info:

https://qithub.com/spdx

Tuesday: Tech Team (between Profiles)
Guide: OpenChain Al System
BOM - Compliance Management

Wednesdays: Al / Dataset =¥ Guide for the Supply Chain
Wednesdays: Al / Dataset

Friday: Regulatory Compliance (CRA)

. Whitepaper:_|mplementing Al
& Functional Safety BOM with SPDX 3

[2SPDX Other SPDX Meetings
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SPDX 3.1 Takeaways:

e a knowledge graph not just a flat file

(although it can export them)
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SPDX 3.1 Takeaways:

e a knowledge graph not just a flat file
(although it can export them)

e profiles capture the full supply chain
lifecycle
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SPDX 3.1 Takeaways:

e a knowledge graph not just a flat file
(although it can export them)

e profiles capture the full supply chain [2 SPDX
lifecycle o

The System Package Data Exchange™ (SPDX®)
Specification Version 3.1-RC1

e provides Evidence Traceability for
Compliance
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SPDX 3.1 Takeaways:

e a knowledge graph not just a flat file
(although it can export them)

e profiles capture the full supply chain
lifecycle

e provides Evidence Traceability for
Compliance

e has more Tools to help with
automating the metadata capturing
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The System Package Data Exchange™ (SPDX®)
Specification Version 3.1-RC1
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SPDX 3.1 Takeaways:

e a knowledge graph not just a flat file
(although it can export them)

e profiles capture the full supply chain o —

. [ZsPDX
lifecycle

The System Package Data Exchange™ (SPDX®)
Specification Version 3.1-RC1

e provides Evidence Traceability for
Compliance

e has more Tools to help with
automating the metadata capturing

e providing more guides & examples to
Help Manufacturers for compliance e
such as EU CRA | s

E SPDX https://spdx.github.io/spdx-spec/v3.1-RC1/
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Thank You!

Any Questions?

-
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